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NHO®OPMAIIMOHHASA ITAMSATKA
JJISI OBYYAROIIUXCS AJ1s1 PASMEILIEHUSA
HA O®OUINAJIBHBIX UHTEPHET-PECYPCAX
C KaXIbIM TOJIOM MOJIOJICKH B WHTEPHETE CTAHOBHUTHCS OOJIBINE, a MIKOJIHHUKH OJTHU U3 CaMBIX
aKTUBHBIX TMoOJb30BaTene Pynera. Mexay TeM, IIOMHMO OIPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, HHTEpHET HeceT U MpoOjemMbl. DTa MmaMsTKa JOJKHA MOMOYb Tebe Ge30macHo

HaxoaAuThCA B CCTH.

KoMnbioTepHbIe BUPYCHI

KommbroTepHblit BUpYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTpaMM, OTIUYUTEIHHOU
0COOEHHOCTBIO KOTOPOH SABISETCS CIIOCOOHOCTh K PAa3MHOKEHHIO. B momonmHeHHe K 3TOMY,
BUPYChl MOTYT TOBPEAWTh WM TMOJHOCTBIO YHUYTOXKUTh Bce (alinbl UM JaHHBIE,
MIOJIKOHTPOJIbHBIE T0JIB30BATENI0, OT UMEHHM KOTOPOTo Oblla 3alylleHa 3apaKeHHasl IporpaMma,
a Takke TMOBPEAUTh WIM AK€ YHUUTOXXUTH OINEPAIMOHHYIO CHUCTEMY CO BceMHu (QailnamMu B
1esnoM. B G0NBIIMHCTBE CllydaeB pacpOCTPAHSAIOTCS. BUPYCHI Yepe3 HHTEPHET.

MeTtoabl 3a1IMTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Ucnonbe3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aIUTHI
OT BPEJOHOCHBIX MTPOrPaMM;

2. TloctossHHO ycTaHaBnWBail mMoYTH (IUQPOBBIE 3aIIaTKH, KOTOPBIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C IENbI0  JOopabOTKM MpOrpaMMbl) M JpyrHe OOHOBJICHUS CBOCHU
oreparuoHHo# cuctembl. CkaunBail X TOJIBKO ¢ odummansHOro caira pazpadoruanka OC. Eciu
CYIIECTBYET PEXKHM aBTOMAaTHYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTCPEC IIOA IIpaBaMH I10JIb30BATCJIAA, @ HC aIMHHUCTpPATOPA. 9T0 He
IIO3BOJIMT 6OJII>HII/IHCTBy BPCAOHOCHBIX NPOTrpaMM HHCTAJNIMPOBATHCA HAa TBOEM IIEPCOHAILHOM

KOMIIBIOTEPEC,

4. Hcnonb3yil aHTUBUPYCHBIE MPOTrpaMMHBIE MPOAYKTHl HW3BECTHBIX MPOU3BOJIUTENICH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0as3;

5. Orpannyb (pU3HYECKHUA JOCTYH K KOMIIBIOTEPY ISl TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHHME HOCUTENU WHPOpMAlMM, Takue Kak ¢uemka, AMCK wiu dailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkphIBaii KOMIBIOTEpHBIE (HAIIbI, TTOTYYEHHBIE U3 HEHA/ICKHBIX MCTOYHUKOB. Jlaxe Te
(ailsibl, KOTOpPbIE ITpUCIIAT TBOM 3HAKOMBIN. JIyuIlle yTOuHN y HEro, OTIIPABIISL JIM OH TeOe uX.

Cern WI-FI
Wi-Fi - 310 He Bu nepeaaun JaHHBIX, HE TEXHOJIOTHSI, a BCETO JHIb Open I, Mapka. Eme B 1991

rofly HMIEpJaHJCKas KommaHus 3apeructpuposaia Openn "WECA", uyro o6o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopsrit nepeBoauTcs Kak "0ecipoBOHAS TOYHOCTH".



Jlo Hamero BpeMeHHM Jouuia Jpyras abOpeBuaTypa, KOTopas sBISETCS TaKOW e TEeXHOJOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe Ha3BaHuWe OBLJIO JaHO C HAMEKOM Ha CTAHIAPT BBICIICH
3BykoBoi TexHukH Hi-Fi, yTo B mepeBojie 03Ha4yaeT "BbICOKasi TOUYHOCTD".

Jla, OecrmnaTHBIA WHTEPHET-AOCTYN B Kade, OTeNIX M adpomoprax sBISETCS OTIWYHON
BO3MOXXHOCTBIO BBIXOJIa B HHTEpPHET. HO MHOTHE SKCIEepTHI CUUTAIOT, YTO 00mIenocTymHble Wi-
Fi cetu He aBisArOTCSA OE30IMACHBIMU.

CoBeTbl 110 0€301MACHOCTH PAdOTHI B 001IEAOCTYNHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 mHpopmanuo depe3 odmenoctymnubie Wi-Fi cetn. Paboras B
HHUX, KCJIAaTCJIbHO HC BBOAUTH MAapOJi JOCTYIIA, JIOTUHBI U KAKHC-TO HOMEPA,

2. Hcnone3yii u OOHOBIS aHTUBUPYCHBIE TporpaMMbl U OpaHamayep. TeM cambiM Tbl
obe3omnacuiib ce0st OT 3aKa4YKH BUPYyca Ha TBOE YCTPOIMCTRO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢pynkuuro "OO6mmii qoctyn k (aitiam u mpuHTepam'.
Jannast (GyHKIMS 3aKpbITa IO YMOJIYaHHIO, OJTHAKO HEKOTOPHIC MOJIh30BATENIM aKTUBUPYIOT €€

JU1s1 ynoOCTBa MCTIOJIb30BaHUs B paboTe WM ydeoe;

4. He ucnone3yit nmyonnunsiii WI-FI nns nepenaum TuuHbBIX JaHHBIX, HAIpUMEp AJS BbIXOJa B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO IOYTY;

5. Hcnone3yii Tosbko 3ammiieHHoe coenuuenne depe3 HTTPS, a ne HTTP, T.e. mpu nHabope
BeO-anpeca BBoau uMeHHO "https://";

6. B mo6unsHOM Tenedone otkmoun ¢ynkuuio "lloakmouenne k Wi-Fi aBromatuuecku". He
JIOTTyCKail aBTOMAaTUYECKOT0 MOAKII0YeHHs ycTpoiicTBa Kk ceTsiM Wi-Fi 0e3 TBoero cornacus.

COIII/Ia.]'[LHI)Ie CeTH

ConuasibHble CETH aKTMBHO BXOAST B Hallly >XM3Hb, MHOTHE JIIOAM padOTalOT M KHUBYT TaM
noctosiHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YE€IOBEK, YTO SIBISIETCS OJHOU
CelIbMOM BCeX JKuTeNel TuraHeTsl. MHOTHE MOJb30BATENM HE MOHUMAIOT, YTO WH(OpManus,
pa3MelleHHass UMH B COLIMAIIBHBIX CETSIX, MOXKET ObITh HailJleHa U UCIOJIb30BaHA KEM YrOJHO, B
TOM 4HCJI€ HE 0053aTENIbHO ¢ O1aruMyu HaMEePEHUSMHU.

OcHOBHbBIE COBETHI IO 0€30IMACHOCTH B COIMAJIbHBIX CETSX:

1. Orpanuup cnucok apy3eil. Y TeOst B Ipy3bsiX HE JAOKHO OBITh CIy4ailHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3amuimail CBOIO YACTHYIO >KM3Hb. He ykaspiBail mapoinu, TeinedoHBI, aapeca, JaTy TBOETO
POXKIEHUS U JIPYTYIO JHYHYIO MH(POPMAaLKio. 3JIO0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
I/IH(l)OpMaHI/II-O 0 TOM, KaK Thl 1 TBOU POAUTCIIN IIJIAHUPYCETC MPOBECTU KaHUKYJIbI;

3. 3ammmai CBOIO PEMyTalHIO - JIEPKUA €€ B YHUCTOTE M 3ajaBail cebe BOMPOC: XOTed OBl THI,
9TOOBI Jpyrue MOJh30BATEIH BHUACIH, YTO ThI 3arpyxkaemib? [lomymaii, mpexae 4eM 4YTo-TO
OIy0JIMKOBAaTh, HAIIMCATh U 3aTrPY3UTh;

4. Ecnu TBl TOBOpHULIbL C JIFOJABMU, KOTOPBIX HE 3HACIb, HE UCIOJb3YHl CBOE peajbHOE UM U
JIPYTYIO JIMYHYIO HH(DOPMAIIMK: UMSI, MECTO KUTEJIbCTBA, MECTO y4eObl U MPOYEE;



5. M30Geraii pasmemienust ¢ortorpaduii B MHTepHere, rae Thl M300pa’keH Ha MECTHOCTH, IO
KOTOPOU MO>KHO OIIPENEIIUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanuu B COLMAIbHONM CETH HEOOXOAUMO HCIOJB30BaTh CIOXKHBIE MapOJIH,
cocrosimue u3 OykB v U(dpP U ¢ KOJMUECTBOM 3HAKOB HE MEeHee §;

7. JInst counanbHOM ceTH, MOYThI U IPYTHX CallTOB HEOOXOAMMO HCIOIb30BaTh Pa3HbIe MapOIIu.
Torpa ecnu Te€0s1 B3IOMAIOT, TO 3JIOYMBIIUICHHUKU TOJy4aT JOCTYI TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHBIE TeHbI U

DONEeKTPOHHBIE JEHbIM - O3TO OYEHb YAOOHBIM cHoco0 IUIaTeked, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

aﬂeKTpOHHLIe JCHBI'M IIOABHJIMCH COBCEM HCJAaBHO MW HMCHHO H3-3a 3TOI'O BO MHOTI'HX
rocyaapCTtBax J0 CUX IIOP HE NPOIHMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (QyHKIMOHUPYIOT U O HUX YK€ MPOIMHCAHO B 3aKOHE, I/IE€ UX Pa3/AeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HHMIIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaeTcs MPOBOAUTH ONepanuu 0e3 WACHTU(PHUKAIMKA T0JIb30BaTeNs, a B
HEaHOHUMHBIX UIEHTHU(PUKALNS [0JIb30BaTENs ABISETCS 0053aTEIbHOMN.

Takxke cnenyer pa3ianyaTh AIEKTPOHHBIEC (PUaTHBIE NEHBIU (PaBHBI TOCYJaPCTBEHHBIM BaJIOTaM)
U DJICKTPOHHbIE He(UATHBIEC ICHBIH (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OcHoBHBIE cOBeThI 10 0€30I1aCHOI padoTe ¢ JICKTPOHHBIMHU AeHbIAMH:
1. IlpuBsbku K cyery MOOWIBHBIA TenedoH. DTO camblif yHOOHBIM M OBICTPBIA CIOCOO
BOCCTAHOBHTH JOCTYNl K cyery. [IpuBs3aHHBIA TenedoH IMOMOXKET, eciu 3a0ynenb CBOU

MIaTeXKHBIM napoJib Ui 3aiiielb Ha CAalT C HE3HAKOMOTI'O YCTPOP’ICTBa;

2. Ucnonw3yit onHopa3zoBele napousiu. Ilocne nepexona Ha yCHJIEHHYIO aBTOpU3ALUIO TeOe yke
He Oy/eT yrpokaTh ONIAaCHOCTh KPa)kM WM MepexBaTa IJIaTeKHOT0 MapoJis;

3. Bribepu cnoxsbiii maposb. [IpectynmHukam OyneT HE NMPOCTO yrajiaTh CIOXKHBIM Mapoib.
HanexwHble maponu - 3TO mapoJiu, KOTOpbIE COJAEpkKAT HE MEHee 8 3HAKOB M BKIIHOYAIOT B ceOs
CTPOYHBIE U TIPONHUCHBIC OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KakK 3HaK Jojuiapa,
(dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIC TAHHBIE HA CailTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIEKTPOHHAS MOYTA

DONEeKTpOHHAsl MOYTa - 3TO TEXHOJIOTHUS U IPENOCTaBISIEMBIE €H0 YCIYTU IO MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIICHHM, KOTOpbIE paCHpelessiioTCs B KOMIBIOTEPHOH CeTH.
OO0bIYHO 3JIEKTPOHHBIN MIOYTOBBIN ALK BBITJISIAUT CJIEAYIOIIUM obpazom:
UMs_TIONB30BaTENS(@UMSL_JIoMeHa. Takke KpoMme Tepeladyd MpOCTOro TEeKCTa, HMeeTcs
BO3MOXHOCTb IIepeaBaTh (habl.

OcHoOBHBIE COBeTHI 10 0e30MacHoil padoTe C JJIEKTPOHHOM MOYTOM:



1. Hamo BBIOpaTh NpaBUJIBHBIM IOYTOBBIM cepBUC. B HMHTEpHETE €CThb OTrpOMHBIN BBIOOP
OecIIaTHBIX MMOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlle JOBEPATh TEM, KOrO 3HAellb U KTO MEPBBIN B
pEUTHHrE;

2. He ykaspBail B JMuyHOW mouTe JWuYHY0 uHpopmanuioo. Hampumep, nyumie BbIOpath
"My3bIKanbHbI_(panat@" win "pokx2013" BmecTo "temal3";

3. Hcnonp3yil AByX3TanHyI aBTOPU3ALMIO. DTO KOrja IOMUMO IapoJisl HYKHO BBOJIUTH KOJ,
MpUChLIaeMbIi 10 SMS;

4. BeiOepu CIOKHBIN Taposb. JJIg KaXa0ro MOYTOBOTO SIIMKA JOJKEH OBITh CBOW HAJEKHBIM,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXHOCTH HAmMCaTb CaMOMY CBOW JIMYHBIA BOIIPOC, HCIOJB3YH OTY
BO3MOKHOCTB;

6. Vcnonp3yil HECKOJIBKO MOUYTOBBIX SIIIMKOB. [lepBbIil i1 4acTHOW MEPENUCKHU C aJipecaTaMu,
KOTOPBIM Thl JOBEPSACIIb. DTO IEKTPOHHBIN aJIpeC HE HAJ0 MCIOIb30BaTh IIPU PErUCTpalui Ha

dbopyMmax u caitTax;

7. He oTkpeIBaii (ailibl U Apyrue BIOKEHHS B MHCbMax, JaKe €CIM OHHM MPUILUIHM OT TBOMX
apys3eil. JIydiie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (aiiibl;

8. Ilocre oxoHYaHMsI paOOTHl HA MOYTOBOM CEPBUCE TEPE] 3aKPHITUEM BKIIAJIKU C CAaTOM HE
3a0yab HaXXaTh HA "BeiidTu".

KnoepOyJJIMHT MJIN BUPTYAJLHOE H31€BATEeILCTBO

KubepOynnuHr - mpecienoBaHue COOOUICHUSIMH, COAEPXKAIIMMU OCKOPOJIEHUS, arpeccuro,
3aIyTUBAaHKE; XYJIUTAHCTBO; CONMATbHOE OOMKOTHPOBAHHE C TIOMOIIBIO PA3TMYHBIX WHTCPHET-
CEPBHCOB.

OcHoOBHBIE COBETHI 10 00pbLOe ¢ KHOEPOYJIJIMHIOM:

1. He Opocatics B 60ii. Jlydmmii crioco0: MocoOBETOBATHCA Kak ceOsl BECTH W, €CJIM HET TOTro, K
KOMY MOXKHO O6paTI/ITbC}I, TO BHA4YaJIC YCIIOKOUTLCA. Ecnmu TH HayHembs OTBedYaThb
OCKOPOJIEHUSMH Ha OCKOPOJICHHUSI, TO TOJBKO €I1le O0JIbIIe pa30kKeTh KOHPIUKT;

2. Yopasinsii cBoell kubeppemnyTaimei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIECTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJNIHraHCKWW oOpa3 BUPTYyaJdbHOH XW3HH. VIHTepHET (UKCHpPYET BCE TBOU
NEUCTBUS M COXpaAHSIET UX. Y IATUTh UX OyIeT KpaitHe 3aTpyIHUTEIIBHO;

5. CoGumoiait cBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyil enuHuuHblii HeraTHB. OJHOpa30Bble OCKOPOHMTENbHBIE COOOILEHHS JydIle
urHopupoBaTh. OOBIUHO arpeccust MpeKpalaeTcs: Ha Ha4aJlbHOM cTauu;



7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMH, B COLIMAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHUPOBKHU OTIPABKH COOOILEHHH C ONPEEeICHHBIX aJpECOB;

8. Ecnu T cBUneTens KuOepOysmHTa. TBOM NEUCTBUS: BBICTYIUTH MPOTUB IMPECEAOBATENS,
I0Ka3aTb €My, YTO €ro JEUCTBHUS OLEHMUBAKOTCS HETATUBHO, IOLAEPKAThb KEPTBY, KOTOPOU
HY)XKHa TICUXOJIOTHYECKAs MOMOIIb, COOOIIUTh B3POCTBIM O (paKkTe arpecCMBHOTO TMOBEICHUS B
CEeTH.

MoouabHublii TeaedoH

CoBpemenHble cMapTHOHBI U IIAHILIETHI COJEPKaT B ceOe BIIOJIHE B3pOCHbIA (YHKIUOHAM, U
Terepb OHM MOTYT KOHKYpPHUPOBaThb CO CTallMOHAPHBIMH KoMmmbloTepamMu. OpHAKO, CpPEACTB
3aIIUThl IS MOJOOHBIX YCTPONCTB MOKa OYeHb Masio. TecTupoBaHHE M MOUCK ySI3BUMOCTEH B
HUX TPOUCXOJHUT HE TaKk MHTeHCUBHO, Kak ans [IK, To ke camoe kacaeTcss M MOOMIIBHBIX
MPUITOKEHUMN.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yXKe MPaKTUYeCK! JOTHAIN HACTOJbHBIE aHAJIOTH, OJHAKO
pacuupenue GpyHKIMOHAIA BIEYET 32 COO0H OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIIUIIIEHHOCTb.

Jlaneko He Bce TMPOU3BOAMUTENHM BBIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YS3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHoBHbBIE cOBeTHI /151 0€30I1aCHOCTH MOOMJIBLHOIO TesedoHna:

Hudero He sBisieTcs mMo-HAcTosIIeMy OecCIIaTHBIM. bBynp OCTOpOoXeH, Beab Korjga Tebe
MpeaIaraloT OecIulaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IUIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaBuTh SMS, doto min Buneo. Tol TOUHO 3Haellb, TJIe OHU OYIYyT B
KOHEYHOM UTOre?

Heo6x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI 1J11 MOOMIIBHBIX Tele(OHOB;

He 3arpyxaii npuiokeHuss OT HEM3BECTHOTO MCTOYHHMKA, BEIb OHHU MOTYT COJIEpPXKaTh
BPEIOHOCHOE MPOTrpaMMHOE 00ECTICYCHNE;

[Tocne TorO Kak ThI BBIHACIIL C caiiTa, TIe BBOAWI JTUYHYIO HH)OpMAIIHIO, 3aiiin B HACTPONKHU
Opaysepa u yaanu cookies;

[lepnonnuecku npoBepsii, KaKue IUIaTHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOWIBHOTO Tene(OoHa TOJBKO JIOAAM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEpsICILb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE MOJb3yeribcs. He 3a0biBaii mHOTIA
MIPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pa3BiIeueHUs, 00bEeIUHSIONINE
COTHH THICSY YEJIOBEK IO BceMy MHpY. Mrpoku HCCleqyloT JaHHBI UM MUp, OOIIAIOTCS APYT C



APYroMm, BBIIIOJIHAKOT 3addaHUA, CPpaXaAOTCA ¢ MOHCTpaMU U IOJIYYAlOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IJIATAT: HOKYIIAIOT JUCK, OIIJIaYUBAIOT a0OHEMEHT WJTH npn06peTaI0T KaKHue-TO OIIIHH.

Bce st cpeacTBa uayT Ha MOAJEpKaHME M Pa3BUTUE UIPHL, a TaKKe HA caMy 0€30MacHOCTB:
COBEPILEHCTBYIOTCSI CUCTEMBbl aBTOPHU3AlMHU, BBITYCKAIOTCS HOBBIE NaTudl (LK(POBbIE 3aIIaTKU

JUTSL IPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHBIX HUrpax CTOUT OITaCaTbCs HC CTOJIBKO CBOUX COICPHHUKOB, CKOJIBKO Kpa>Xu TBOCTO
mapoJisi, Ha KOTOPOM OCHOBAHa CHUCTECMaA aBTOPU3alU OONBIIMHCTBA urp.

OcHOBHbIE COBETHI 10 0€30MaCHOCTH TBOET0 UI'POBOIro aKKayHTa:

1. Ecau npyroit urpok BeneT ceds MI0XO0 WM CO3/1aeT TeOe HENMPHUITHOCTH, 3a0JIOKUPYH ero B
CIHCKE UTPOKOB;

2. HO)KaHYﬁCH AJIMUHHUCTPATOpaM HUIPbl Ha INIOXOC IIOBCACHUC I3TOIO HMI'POKaA, KCJIIATCIBHO
MPHUIIOKUTH KaKUC-TO JOKA3aTCJIILCTBA B BUJC CKPHUHOB,

3. He yka3piBaii TnuHyI0 HHPOpMALIMIO B TIpodaiisie Urpsr,
4. YBaxail Ipyrux y4acTHUKOB 10 UTPE;

5. He ycTanaBnuBaii HeopUIHAIbHbIE TATYH U MOJIBI;

6. Mcrionb3yil CIOXKHBIE U pa3HbIE MAPOIIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBHpPYC. [loka Tkl Urpaelib, TBO KOMIIBIOTEP
MOTYT 3apa3uTh.

@OUIIHHT WK KPaXKa JUUYHBIX JAHHbIX

OObIYHON Kpaskel JeHer W JOKYMEHTOB CEroJIHSl YK€ HHKOTO HE YIWBHIIL, HO C Pa3BUTHUEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKH TEPEMECTUIIUCh B HWHTEPHET, H TMPOIOJIKAIOT
3aHUMAThCS "MIOOUMBIM" JIEJIOM.

Tak nosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYESCTBA WM (PUIIUHT, TJIaBHAS LIEJIb KOTOPOTO
COCTOUT B TIOJyUYEHUU KOHPUACHIMAIBHBIX JaHHBIX TOJIB30BATENICH - TOTWHOB M maposei. Ha
aHrnuickoMm si3pike phishing untaetcs xak ¢umuHr (ot fishing - peiOnas noBus, password -
1apoJib).

OcHoBHbIE cOBeThI 0 00opble ¢ PUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI TIOJI03peBaciilb, 4YTO TBOSI aHKETa ObUIa B3JIOMaHa, TO
HE00X0UMO 3a0JIOKMPOBATh €€ W COOOIIUTh aAMUHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEE;

2. HCHOJ’IB3y1>i Oe3omacHbIe Be6'CaﬁTLI, B TOM YHCJIC, MHTCPHECT-MAara3nHoB U MMOUCKOBBLIX CUCTEM;

3. Hcnonp3yil cinoxHble M pa3Hble Napoid. TakuM o0pa3oMm, eciau TeOs B3JIOMAroT, TO
37IOYMBIIIJICHHUKY TIOTYYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;



4. Ecnu Te0s B3JIOMalM, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBICHBI Y T€OS B IPY3bSIX, O TOM, YTO T€Os B3JIOMAIU U, BO3MOKHO, OT TBOETO UMEHHU Oy/IeT
paccbuIaThCs ClIaM U CCHUIKHM Ha (PUIIUHTOBBIC CANUTBI;

5. YcranoBu HanexHbli naposs (PIN) Ha MOOMIIBHBIHN Tene]oH;

6. OTKIII0YM cOXpaHEHUE Mapois B Opaysepe;

7. He oTkpeiBaii (hailsibl u Ipyrue BIOKEHHUS B MUCHhMaxX, JaXKe €CIM OHU TPHILIA OT TBOMX
npysei. Jlydie yTouHu y HUX, OTIIPABIISUIN JTH OHU Te0e 3TH (haliIbl.

Iudposas penyranusa

Hudposas pemyramus - 3TO HeraTHUBHAs WM TO3UTHBHas uHopManus B ceTH o Tele.
Komnpomerupyromast nabopmanms, pasMenieHHas B HHTEPHETE, MOXKET CEpbe3HBIM 00pa3oM
OTpa3uThCs Ha TBOeU peanbHOU xu3HU. "lludposas penyramus" - 3To TBOH MUMHIIK, KOTOPBII
(dbopmupyercst u3z nHpopmaluu o Tebe B UHTEPHETE.

TBoe mecTo xuTenbcTBa, y4eObl, TBOE (PUHAHCOBOE MOJIOXKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mTOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K IyOJUKAIMU JUYHOW HWH(POpMAIMH B
HNutepHeTe, He MOHMMAas BO3MOXKHBIX NOCHEACTBUM. Thl 1ake HE CMOXKEIIb OragaTbCs O TOM,
yTo (pororpadus, pasmerieHHas 5 JeT Ha3aJ, CTaja MPUINHON OTKa3a MPHUHITH TeOsI Ha padoTy.

KomMmenTapuu, pasMmenienue TBoux gororpaduil v Ipyrue AeCTBUS MOTYT HE UCUYE3HYTh J1axKe
rocje TOro, Kak Thl UX yAalulllb. Thl HE 3HACIlb, KTO COXPaHMUJ 3Ty MH(POPMAIIMIO, Ionaia Jiu
OHa B IIOUCKOBBIE CHCTEMBl M COXpPAaHWIACh JM OHA, a IJIaBHOE: 4TO MOAYMAaKwT O Tebe
OKpY’KalolIue JIOAM, KOTOpble HalnyT U yBUAAT 3T0. Haiith nHpopmaiuo MHOro JeT CIycTs
CMOJET JII00OM - Kak M3 JOOpBHIX MOOYXKIAEHHM, TaKk U C HaMEpPEeHHEM IMPUYMHUTH Bpeld. JTO
MOJKET OBITh KTO YTOJHO.

OcHoBHBIE COBeTHI 10 3a1uTe HM(POBOI penmyTanuu:

1. [Tonymaii, mpexe yeM 4To-To IMyOJMKOBATh U MepeaBaTh y ce0s B 0J0re WK B COIUANIBHON
CeTu;

2. B mHacTpoiikax mpo¢uis YCTaHOBH OTpPaHMYCHHMS Ha MPOCMOTP TBOEro Npoduias U ero
COAEPKUMOTO, ClIeNIald €ro TOJIbKO "1J1s apy3ei'’;

3. He pa3memaii u He yka3biBail MHGOPMAIUIO, KOTOpas MOXKET KOTO-THOO OCKOPOJIATHh HIIH
00MXKaTh.

ABTOPCKO€E NIPaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTHBHBIE IOJb30BaTENIM LU(POBOro mnpocrpancTBa. OgHAKO
JIaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH BO3MOXKHOCTAMHU ITU(PPOBOTO MUpa Tpedyer
cOOIIIOICHHSI ITPaB HAa MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun  "WHTEIIEKTyanbHass COOCTBEHHOCTH"' OTHOCHUTCS K  Pa3IMYHBIM  TBOPECHHSIM
YeJIOBEYECKOT0 yMa, HAUMHAsl C HOBBIX M300PETCHHI U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh



Ha TpPOAYKTHl W YCIyrd, M 3aKaHuMBas KHUTaMu, ¢ororpadpusamu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEJJIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEpaTypsl M HCKYCCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTHM TOrO, 4TO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUM TPy aBTOpa HE OyAeT HampacHbIM, JacT €My CIIpaBeJIUBbIE
BO3MOXHOCTH 3apa00TaTh Ha pe3yJibTaTax CBOETro Tpy/Ja, MOJYyYUTh U3BECTHOCTb U NMPU3HAHHUE.
Huxkro 0e3 pa3pernieHus aBTopa He MOKET BOCIIPOU3BOJIUTE €TI0 MPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTUPOBATH, IyCKaThb B NPOKAT, MYOJIUYHO
WCIIOJIHATH, TOKA3bIBATH/UCIIONHATH B Aupe UK pazMmelnars B lHTepHeTe.

Hcnonp3oBanue "mupaTckoro" MNporpaMMHOrO OOECHEUEHUS MOXKET MPUBECTH K MHOTUM
pHCKaM: OT IOTE€PH JAHHBIX K TBOMM AaKKayHTaMm J10 OJOKHMPOBKHM TBOETO YCTPOWCTBa, IAe
yCTaHOBJIEHA HeJlerajibHas nporpamMma. He crout taxke 3a0bIBaTh, UTO CYLLECTBYIOT JIETaIbHBIE
u OecIulaTHbIe MPOrPaMMBbl, KOTOPbIE MOYKHO HAWTH B CETH.

O nopraJjie

CeteBu4oK.p( - TBOH TJIAaBHBIA COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh O OE30MACHOCTH B
CEeTU TOHSATHBIM M JIOCTYIHBIM $SI3IKOM, a NPU BO3HUKHOBEHMHM KPUTHUYECKOM CHUTyalluu
o0paTUTbCA 32 COBETOM. A TakKe MPHUHATh y4acTHE B KOHKYpCax U CTaTh CaMbIM LH(PPOBBIM
rpakJlaHUHOM !



